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mailto: software@mhra.gsi.gov.uk?subject=MHRA apps guidance 2016 feedback
mailto: software@mhra.gsi.gov.uk?subject=MHRA apps guidance 2016 feedback
https://www.gov.uk/guidance/medical-devices-eu-regulations-for-mdr-and-ivdr
https://www.gov.uk/guidance/medical-devices-eu-regulations-for-mdr-and-ivdr

NI This document is intended to be viewed on screen rather than printed.

9 Please use theidocumentlinksto navigate through this document for further
information on the CE mark process.

9 At the bottom of each page you will find a navigation pane with quick links to the start Get Started
of the main sections.

I
_\I Regulatory information is formatted like this.

MHRA comments are formatted like this.

Indicative words and phrases box:

Words and phrases listed in this box are a
likely to contribute to a determination by
the MHRA that the app they were
associated with is a medical device.

See:

what is a medicinal product

and

S id legislati lerli .
medical devices
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Medical purpose
flow chart

Active implantable
medical devices

Introduction Medical devices L V|tr9 dlagnpstlc Non medical devices
medical devices

0n &



https://www.gov.uk/guidance/decide-if-your-product-is-a-medicine-or-a-medical-device
https://www.gov.uk/guidance/decide-if-your-product-is-a-medicine-or-a-medical-device
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Introduction

This guidance
software, i ncl

document replaces the

uding appsao.

As well as medical device apps becoming a growth area in healthcare management in hospital and in the
community settings, the role of apps used as part of fithess regimes and for social care situations is also
expanding.

previous

However, in the UK and throughout Europe, standalone software and apps that meet the definition of a
medical device are still required to be CE marked in line with the EU medical device directives in order
to ensure they are regulated and acceptably safe to use and also perform in the way the manufacturer/
developer intends therto.

Health related apps and software that are not medical devices can be extremely useful but fall outside the
scope of the MHRA. Work in this area is being developed byNa¢ional Information Boardn their
Workstream 1.2

But how do developers and users of this software decide whether apps qualify as medical devices and
which are for health anéithess purposes?

MHR A

gui dance ti
Developers and

manufacturers

This guidance usesxamples within flowcharts to show which standalone software and apps meet the
definition of amedical device, an in vitro diagnostic device or active implantable medical dasglice
therefore require to be CE marked, and those which do not.

For developers of software, including apps, we are also including information on classification, suggestions
on how to address the main aspects of the CE marking process and responsibilities for reporting and
correcting when things go wrong.

The manufacturer is defined as:

othe natural or |l egal

for the design, manufacturpackaging and

labelling of a device before it is placed on the

marketunder his ownname, regardless of

whether these operations are carried out by thaf
. " is | i hi .

For users we offer a few tips on how to decide if the app or software device you are using is a medical
device and if so howo ensure it is CE marked along with how to report problems

This guidance is to be used in addition to EDD

the guidance.

Guidelines on the qualification and
classification of stand alone software used
healthcare within the regulatory framework
of medical devices

Medical purpose
flow chart
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http://ec.europa.eu/growth/sectors/medical-devices/regulatory-framework/revision/index_en.htm
http://ec.europa.eu/growth/sectors/medical-devices/regulatory-framework/revision/index_en.htm
https://www.gov.uk/government/publications/national-information-boards-workstream-roadmaps
https://www.gov.uk/government/publications/national-information-boards-workstream-roadmaps
http://ec.europa.eu/growth/sectors/medical-devices/guidance/index_en.htm#meddevs
http://ec.europa.eu/growth/sectors/medical-devices/guidance/index_en.htm#meddevs
http://www.legislation.gov.uk/uksi/2002/618/regulation/2/made
http://www.legislation.gov.uk/uksi/2002/618/regulation/2/made
http://ec.europa.eu/DocsRoom/documents/10267/attachments/1/translations/en/renditions/native
http://ec.europa.eu/DocsRoom/documents/10267/attachments/1/translations/en/renditions/native

Software user® professional and lay

How do | know if my app is a medical device?

If you are using an app for yourself or if you are using an app and you are not a trained healthcare professional,dbeicehis for you. If the app you are using has a medical purpose it is
important that it is CE marked. There islegal definition of a medical devibat here are some practical examples;

Depending on information you enter about yourself
I Those which calculate medicine doses for you to take finject
i Those that tell you that you have a medical condition or disease or give you an individual percentage risk score of kaving on

Before you choose a medical device app - is it the right app for me?

You should think about what you will do with the results and the information that the app is giving you. If the app ig@iveignificant health information then be sure you will understand

the result and you know what you needtodowhenyougeh e resul t. When an app developer applies a 6CE maiskd the
acceptably safe to use. The CE mark should be visible on the app when you are looking at it in the app store or on the furtmef or mati on or &6l andingd page
you what the app can be used for and how to use it.

I f you candt see these details or are unsure we suggse#.Pleageouse omlyonredicaldeviceapps that eeyCGEl op er
marked. If you see a medical device app that does not have a CE mark, then yoa@an it to MHRA.

: I | using iical devi

Once you are sure the app is right for you and it is CE marked then you should follow the instructions carefully. Be hitimdéis¢ waformation you put into the app. If you enter wrong
information about yourself, the app may not give you the right result.

Ensure that you always update the app to the newest compatible version.

tter using the medical deyi

If you are in doubt about the information that the app has given you or you are concerned about your
health then you should consult a healthcare professional (a pharmacist, health visitor, practice nurse or GP)
If you have any problems with the app not working as stated e.g.

fT1f the instructions aren6t clear or the app is difficu
fT1f the app isndt giving you the results that you expected
9 If you have concerns over the safety of the app or the information that it provides

Tell the MHRA about these problems. You can do this by going to our reporting page on the walisite//vellowcard.mhra.gov.jk/
You should also contact the developer/owner of the app to tell them.

It is very important that you have read the small print to understand what personal data you may have agreed to share @étrethper by signing up to the app and how they might store
or use your data or share your information with third partieBhis includes information about you such as your name, address, date of birth and information about your health.

Additional sources of information:
RCP guidance on medical Appsips:

ac.uk/guideli icy/usinepppsclinica
. Medical purpose : .

idance
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https://yellowcard.mhra.gov.uk/
https://yellowcard.mhra.gov.uk/
https://www.rcplondon.ac.uk/guidelines-policy/using-apps-clinical-practice-guidance
https://www.rcplondon.ac.uk/guidelines-policy/using-apps-clinical-practice-guidance
http://www.legislation.gov.uk/uksi/2002/618/regulation/2/made
http://www.legislation.gov.uk/uksi/2002/618/regulation/2/made
https://www.gov.uk/government/publications/report-a-non-compliant-medical-device-enforcement-process/report-a-non-compliant-or-suspected-counterfeit-medical-device
https://www.gov.uk/government/publications/report-a-non-compliant-medical-device-enforcement-process/report-a-non-compliant-or-suspected-counterfeit-medical-device
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incorporated in a device

Device determination flow chart
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Definitions

Q

MEDDEV 2.1/6 2016
Computerprogram osoftwa_reo is defined a
N . ) that processes input data and creates output .
osyntactic uni't t hat conforms to the rul es d | data. nmi
decl arations and statements oOor instructions needcu (U SUTve a Tcocriai

ISO/IEC 2382:2015(e:n)

This includes:
1 Un-compiled software if all of the information is provided to install the software then the MDD

may apply.
1 Freeware / opersource software

Note
The regulations apply to all methods of software distribution. It applies to products that have=zCTecri
"placed on the market" rather than sold.

Functional document
Software that requires separate software to perform its function. Often this will be a general purpose
application.

Examples include:

1 A pdf that reproduces a treatment decision flow chart with logical links.

1 Spread sheetsparticularly if they provide complex functionality that is beyond that of existing
paper charts e.g. an excel spreadsheet that calculates Glomerular filtration rate.

1 Documents with macro or script enabled functionsomplex medical applications can be written
with languages such as visual basic

1 Interactive web pagesthese can utilise programing languages such as JavaScript to produce
medical applications.

Medical purpose
flow chart

In vitro diagnostic

il gl medical devices

Introduction
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Active implantable
medical devices

Interpretative document of the commission's

services placing on the market of medical devicgs:
"O6placing on the marketo

making available of a product on the
Community market"

"Odmaking availabl e on
supply of a product for distribution, consumption
or use on the Community market in the course
of a commercial activity, whether in return for
payment or free of charge"

Indicative words and phrases:

Software as a medical device
Standalone software
Medical apps

Non medical devices
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http://ec.europa.eu/DocsRoom/documents/10265/attachments/1/translations/en/renditions/native
http://ec.europa.eu/DocsRoom/documents/10265/attachments/1/translations/en/renditions/native
https://www.iso.org/obp/ui/#iso:std:iso-iec:2382:ed-1:v1:en
https://www.iso.org/obp/ui/#iso:std:iso-iec:2382:ed-1:v1:en

Accessories

An accessory is a product intended &mablea medical device to fulfil its intended function and it will be
treated as a device within the relevant directive.

E.g. Software on a mobile device linked wirelessly to a monitoring device to record data. \

Please Note:

Apps acting as accessories to physical medical devices such as in the measurement of temperature, heart

MEDDEV 2. 1/1

oThe definition of "accessory" requires
that the accessory is specificaliyended
by the manufacturer of the accessory to
be used together with device. The
intended use of the accessory must be
such as to enable a devittebe used in
accordance with its intended use.
Therefore a product can onlgecome an
accessory to a medical device if the
manufacturer of such product
establishes an intended use in conjuncti
with one or severamedical device8.

rate, blood pressur@nd blood sugars could be a medical device as are programmers for prosthetics and
active implanted devices.

If an app is the only way of interacting with a physical device then it may be considered to be a
component of the device e.g a physical clinical thermometer with no display that links to an app on a
mobile device by wireless link. The app displays, stores and analyses the data.

Medical purpose
flow chart
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Indicative words and phrases:

Can be used with..
Helps...

Non medical devices




Systems and modules

Systems

Medical devices

There is no definition of a 6systemd in the medical

products placed on the markdbgether that combine CE marked devices and rGE marked
products.

e.g. a combination of laptop (not a medical device), software (a medical device) and heart monitoring

MEDDEYV 2.14/1 revision 2

oa Okitd consi
one component that are made
available together and intended
to be used to perform a specific

|l VD examinati o

hardware (an accessory) is considered to be osyst

In-vitro diagnostic medical devices

Where the software is provided as part of an IVD systén IVD Kkit) it should be treated as an IVDMD

emo 1 f t hese

Modules

In complex systems it may be appropriate to CE mark only those functions that meet the definitiom<
device rather than CHnarking the whole product. See section 4 of MEDDEV 2.1/6

Examples that may be devices include:
1 Clinical systems that include modulthat are intended to indicate the risk that a specific patient has

MEDDEYV 2.1/6

fimodules which are subject to the

medical device Directives
(Figures 1 and 2) must comply
with the requirements of the
medicaldevice Directives and
must carry the CE marking. The
nonmedical device modules are
not subject to the requirements f
medicaldevicesd

of developing a disease based on entered data for that patient.

Medical purpose
flow chart
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Medical purpose

Hasone or more of

these functions.

From P6- device
decision flow diagram

Check what the

intended purpose _is
(to P11).

Multipurpose product
A multipurpose product, e.g. a spreadsheet program such
MS Excel, which is used occasionally in a medical environ

specific medical intended purpose is assigned to it.

is normally not considered to be a medical device, unless a

as
TIETTE

Has one of the above functioqdusone
of the followingandlooks atin vitrodata:

v

Concerning a physiological or pathological state
Concerning a congenital abnormality

Introduction

Medical purpose
flow chart

Medical devices

)

It only has oneor more of these
functions (Onlyproceedo this step ill
functions on the left have beenl @

Patient medical education
Professional medical education

Stores or transmits medical data without change

Software that is used to book an appointment, request
prescription or have a virtual consultation is also unlikely|
be considered a medical device if it only has an
administrative function.

In vitro diagnostic Active implantable
medical devices

No medical purpose

(return to P6)

Non medical devices

medical devices

10



Intended purpose

A medical purpose i s determined by what the manufacturer
for use and any promotional materials.

Examples of promotional materials include:

1 Adverts

1 App store description and category

1 The landing page

T The manufacturerds soci al media channel s

Notes:

1 Care should be taken with the description of what the software is intended to be used for. Simple
changes to the descriptiomake the difference between a product being considered a device or not.

T A number of apps have a disclaimer saying ofor
statements that try andeduce the responsibilities of the manufacturer. However, if an app qualifies as
a medical device and is placed on the market for a medical purpose will still need to comply with the
relevant directive.

1T General disclaimers (for example 6this product
claims are made or implied elsewhere in the product labelling or associated promotional literature.

1 Anecdotal quotes and testimonials are considered to be implied claims by the manufacturer if they are
repeated in product literature.

1 Use of a product for a medical purpose does not make it a medical device. See MHRA guidance on
off-label use of a medical device

Medical purpose
flow chart

In vitro diagnostic
medical devices

Active implantable

Medical devices medical devices
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@ MEDDEV 2. 1/1 11.1b) medical

purpose

which are intended to be usefdr a
is assigned to a produtty the
manufacturer. The manufacturer
determines through the labethe

instruction for use and the

device its specific medical purpaose.

medical purpose. The medical purpos

promotional material related to a giver,

v

nformation only

S not a medi cal

Indicative words and phrases:

Clinical Trials Evidenée
Clinically proven.
Medical research...

Non medical devices

0

oMedical devices are defined as articles

0]
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https://www.gov.uk/government/publications/medical-devices-off-label-use/off-label-use-of-a-medical-device
https://www.gov.uk/government/publications/medical-devices-off-label-use/off-label-use-of-a-medical-device

Non medical functions

Monitors fithess/health/wellbeing
The monitoring of general fitness, general health and general wellbeing is not usually considered to b
medical purposé seemonitoring

Decision support

Software is unlikely to be a device if:

1 Itjust reproduces a paper document in digital formdt is down to the health care professional to
make the decisions based on the advice displayed. |

It just follows the path of a procedure/treatmenthere are no decisionsmay provide information

It has decision points, options may be explained but the health care professional decides which p:
to take.

1 It offers only lifestyle treatment choices or referral advice (e.g. see your GP).

Software is most likely to be a device if:

1 Itis linked to a specific medicine/device (is likely to be an accessory).

1 Itis intended to influence the actual treatmentiose, size of implant, time of treatment etc.
1 Itresults in a diagnosis or prognosiprovides future risk of disease

Databases

MHRA do not generally regulate data, databases or analytical services, but if you are analysingor/ databases that are and are not

Decision support software is usually considered a
medical device when it applies automated reasoning
such as a simple calculation, an algorithm or a more
complex series of calculations. For example, dose
calculations, symptortracking, clinicians guides to help
when making decisions in healthcare. This is likely to fall
within the scope of the medical devices directives.
Some decision support software may not be considered
to be a medical device if it exists only to provide
reference information to enable a healthcare
professional to make a clinical decision, as they
ultimately rely on their own knowledge. However, if the
software/ app performs a calculation or interprets or
interpolates data and the healthcare professional does
not review the raw data, then this software may be
considered a medical device. Apps are increasingly being
used by clinicians who will rely on the outputs from this
software and may not review the source/raw data.

MEDDEV 2.1/6 gives examples of

processing data for a medical purpose, then the software that you are using may be covered Gy uie
regulations (e.g. analysing imaging or genomic data to determine treatment)

Where you are using software to process or analyse data you may need to set criteria around the data
that you are analysingfor example data security (hacking, integrity); ethics of data collection (informed
consent etc); data quality (was the dat@duced within a recognised QMS, what was the performance of
the test/equipment used to create the data etc)

 in [T
r
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From P6- device
decision flow diagram

In vitro diagnostics

Does the app work directly with IVD data?

MEDDEYV 2.1/6 f.1:

In vitro diagnostics are medical devices oNote: Software intended to modify the
that are intendedsolely or principallyto representation of available 1VD results is
provide the following information types b not considered an IVD medical device,

. e.g.basicoperations of arithmeticd.g.
the analysis of samples taken from the mean, conversion of units) and/or plottin

body. This includes the associated of results in function of time, and/or a

equipment and any accessories neede comparison of theresult to the limits of
acceptance set by the usér.

|
Q

MEDDEV 2.14/1

ONote that tests for detecting
drugs abuse/alcohol, intended to
be used in lavenforcement are
not IVD)

\Vi)
(return to P6)

. . In vitro diagnostic Active implantable . .
Medlcaj deVIceS Non medlcal de\nces 13
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Concerning a physiological or pathological state

Software that gives information about a condition or disease from results generated by an IVD. Results
may be quantitative or qualitative and can be entered manually by the user or automatically from the IVD

Examples that may be devices include:

1 Apps and software that are intended to diagnose

1 Apps and software that are intended to calculate clinical risk

1 Apps and software that are intended to provide clinical decisions

Indicative words and phrases:

Marker
Prognosis
Indicates

Medical purpose
flow chart

In vitro diagnostic
medical devices

Active implantable
medical devices
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Non medical devices
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Concerning a congenital abnormality

Software that gives information about an acquired or inherited condition or disease from results

generated by an IVD. Results may be quantitative or qualitative and can be entered manually by the user
or automatically from the IVD.

Examples that may be devices include:
1 Apps and software that are intended for detecting and interpreting mutations in DNA
1 Apps and software that are intended for determining risk of trisomies

Indicative words and phrases:

DNA

Genomics

Data analysis

Big Data

Next Generation sequencing...

Medical purpose
flow chart

In vitro diagnostic
medical devices

Active implantable
medical devices
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To determine the safety and compatibility with potential recipients

Software that gives information about the compatibility of blood, tissues, organs or cells donated for
transplant or transfusion from results generated by an IVD. Results may be quantitative or qualitative and
can be entered manually by the user or automatically from the IVD

Examples that may be devices include:
1 Apps and software that are intended for matching organ donors with recipients.

Medical purpose
flow chart

In vitro diagnostic
medical devices

Active implantable

Medical devices medical devices

0n &

Introduction

Indicative words and phrases:

HLA/ Human Leucocyte Antigen
testing/ typing

ABO/ blood grouping

Tissue typing

Alleles

Lymphocyte crossnatching
Antigen

Antibody

Immunogenetics
Histocompatibility

Non medical devices




To monitor therapeutic measures

Software that gives information about the presence or amount of a pharmaceutical or other therapeutic
measure from results generated by an IVD. Results may be quantitative or qualitative and can be entered
manually by the usesr automatically from the IVD

Examples that may be devices include:

1 Apps and software that are intended to provide information for the calculation of drug dose (utilising
IVD data e.g. blood sugasreatinine, genomic variant)

1 Apps and software that are intended for therapeutic drug monitoring

1 Apps and software that are intended to monitor blood glucose, prothrombin time or coagulation

Indicative words and phrases:

Pharmacokinetic

Medical purpose
flow chart
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Prevention of disease

. . . , o . There needs to be a link |
Prevention of disease - includes software that claims to be able to prevent specific diseases. It does.....-.--------coooeeeees to a specific disease to i

not include products that claim to prevent injury or handicap. . qualify as a device.

Examples that may be devices include:
1 Apps and software that claim that the output from the physical device can prevent disease.

Examples that are unlikely to be devices include:
1 Apps and software that just provide tips or advice on prevention.

Indicative words and phrases:

Avoids...

Can benefit t hotg
Combats...

Controls...

Protects against

Stops...

Medical purpose
flow chart
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Diagnosis

Diagnosis 8 includes devices that supply information for detecting, diagnosing as well as those that
perform diagnosis independently.

This includes software that claims that the sensors from the physical device can be used for diagnosis.

Examples that may be devices include:

1 Apps and software that are intended to diagnose skin cancer from an image taken by the app.

1 Apps and software that are intended to make recommendation to seek further advice based on user
entered data.

1 Apps and software that are intended to indicate the risk that a specific patient has of developing a
disease based on entered data for that patient.

Examples that are unlikely to be devices include:

1 Apps and software that are intended to record images (without enhancement) of skin conditions that
are then reviewed by a clinician.

Apps and software that are intended to magieneral recommendatiorte seek further advice.

Apps and software that are intended to indicate the risk that a spemgifiap of the population has of
developing a disease.

il
il

Active implantable
medical devices

Medical purpose
flow chart

In vitro diagnostic

il gl medical devices
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Indicative words and phrases:

Spotsé
Detects...
Findseé
Prognosis
Screening

Symptom Checker
Triage
Ri sk of é

Measures...

Non medical devices




Monitoring

Monitoring - includes devices that monitor the progress or severity of disease, an injury or handicap.

.............
..........

This includes software that claims that the sensors from the physical device can be used for monitoring.

i specific disease, injury or handica

There needs to be alink to a

b

Examples that may be devices include:
1 Apps and software that are intended to allow remote access to information on physical monitor.

applies usedefined filtering rules to any alarms generated by the original device. t
1 Apps and software thanonitor a patient and collects information entered by the user, measured

See Borderline manual 1.5P.6
Classification of software for
information management and
patient monitoring

automatically by the app or collected by a pointcaire device may qualify as a medical device if the
output is intended to affect the treatment of an individual.

Examples that are unlikely to be devices include:

1 Apps and software that simply replace a written diary/log of symptoms that can be used when
consulting with the patientds doctor. However
presented may bring it into the remit of the directive.

1 Apps and software for monitoring sport or fithess purposes, e.g. heart rate, are not considered to be
medical devices. However, in some specific cases, where the intention is to investigate the
physiological processes they nizg.

, t

Medical purpose
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Indicative words and phrases:

Check
Alarms

Non medical devices


http://ec.europa.eu/growth/sectors/medical-devices/specific-areas-development/index_en.htm#borderline
http://ec.europa.eu/growth/sectors/medical-devices/specific-areas-development/index_en.htm#borderline

Treatment and alleviation

Treatment - includes devices that provide information that can be used to enable treatment to be ______
performed or claim that the output fromthe physical device can be used to treat. ===

.....

Alleviation - includes devices that reduce symptoms or severity of a disease, injury or handicap.

Examples that may be devices include:

1 Apps and software that are intended to calculate the dose of a insulin a diabetic needs to treat their

diabetes based on carbohydrate in a meal.

Apps and software that are intended to automate the treatment pathway for an individual patient.

Apps and software that are intended for the treatment of neurotrauma, neurodegenerativesand______ |

neuropsychiatric conditions. \I See Borderline manul. 17995

)l
il

Examples that are unlikely to be devices include:

1 Apps and software that are intended to treat nomedical conditions e.g nespecific stress.

1 Apps and software that are intended to just provide tips or advice or link to support groups.
1 Apps and software that are intended to remind users that medicines are taken.

Indicative words and phrases:

Calculates...

Can benefit those who suffdrr o mé
Clearg

Combate

Controlsé

Counteract®

Cure/cure®

Eliminateg

Fighte

Heal®

Hel p/ hel p withéeé

Reduce pain
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Active implantable

medical devices 2 (Tl E EIEES
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http://ec.europa.eu/growth/sectors/medical-devices/specific-areas-development/index_en.htm#borderline
http://ec.europa.eu/growth/sectors/medical-devices/specific-areas-development/index_en.htm#borderline

Compensation

Compensation - includes software that the manufacturer claims can compensate for an injury or

I't doesndt include those pr odcaobegseditdcanipensatedorann t €. : é;e
injury or handicap. : ’

Examples that may be devices include:
1 Apps and software that are intended to magnify text specifically for people with visual impairment.
1 Apps and software that are intended to amplify sounds for people with reduced hearing.

Examples that are unlikely to be devices include:

1 Apps and software that are intended to magnify text but there is no mention of visual impairment in
the manufacturerds cl ai ms.

T Apps and software that are intended to amplify sounds but the manu
reduced hearing ability.

Indicative words and phrases:

Corrects
Helps

Medical purpose
flow chart

In vitro diagnostic
medical devices

Active implantable

medical devices 2 (Tl E EIEES
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Investigation, replacement or modification

Investigation, replacement or modification of the anatomy or of a physiological process
includes devices that claim to be able to investigate, replace or modify the anatomy or a physiological
process.

Examples that are unlikely to be devices include:
1 Educational anatomy and physiology apps and software.

Indicative words and phrases:

Medical purpose
flow chart

In vitro diagnostic
medical devices

Active implantable
medical devices

Introduction Medical devices Non medical devices
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Control of conception

Control of conception - includes devices that claim to be directly ablentake pregnanciemore likely
or to be able to prevent pregnancy

MEDDEYV 2.2/4 & dmake
pregnancies more frequedt

Examples that are unlikely to be devices include:

1 Apps and software that just track ordispldyat a r el ated to a womands menstrual cycle to aid
ovulation prediction

1 Apps and software that just provide tips or advice.

Indicative words and phrases:

Fertility
Ovulation
Menstruation

Medical purpose
flow chart

In vitro diagnostic
medical devices

Active implantable
medical devices

Introduction Medical devices

Non medical devices

0n &




Medical device & accessories.

For all software and apps that meet the definition of a medical device, the following guidance is given to aid some key

requirements of CE marking. i Formore detail see MHRA guidance: _
--------------------- Medical devices: conformity assessment and

Classification 1 the CE mark :

Manuf acturers of ©6general & medical devices wildl Needo t 0 det er risssmssmssasesssmsssssssssssosassrsamsassassossosdy t |

compliance, this is done by the use of the classification rules in dXnefthe directive. There are four classes as follows:
Class |- generally regarded as low risk
Class lla generally regarded as medium risk
Class llb generally regarded as medium risk

Class II} generally regarded as high risk - .
This guidance lists rules that are likely to apply to software and apps. Classification rules

Essential requirements

The software must meet all of thgeneral essential requiremerdasid the relevantesign and construction essential General essential
requirementscontained in annekof the directive. This guidance lists those essential requirements that are likely to apply to reuirements

software and apps.

Where available, relevant harmonised standgrdgernal link)may be used to demonstrate how many of the requirements
have been met.

Post market Surveillance
Once a medical device has been placed in the UK market, the manufacturer is responsible for monitoring the product and

reporting serious adverse incidents to the competent authority, which is MHRA in the UK. See guidance on reporting adverse P K ill

incidents for information on how to do this. This ensures the device is acceptably safe to use for as long as it is in use. Post market surveillance

Note

Accessories are treated as if they are medical devices and all the relevant requirements will apply.

In-house manufacture
/' SNIX Ay NBIjdANBYSyYyGa R%ij
being used for patients within the institute it was :
made. See: {
In-house manufacture of medical devices :

Manufacturers must also consider the requirement
of the Data Protectionande-Privacy Directives

| C ORxisacy in mobile appguidance may be
helpful.

Introduction iEdEel] Blget Medical devices ] wtrp dlagnpsuC Actlve_ |mp|an_table Non medical devices Index
iy flow chart medical devices medical devices
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https://www.gov.uk/guidance/medical-devices-conformity-assessment-and-the-ce-mark
https://www.gov.uk/guidance/medical-devices-conformity-assessment-and-the-ce-mark
http://ec.europa.eu/growth/single-market/european-standards/harmonised-standards/medical-devices/index_en.htm
http://ec.europa.eu/growth/single-market/european-standards/harmonised-standards/medical-devices/index_en.htm
https://ico.org.uk/for-organisations/guide-to-data-protection/
https://ico.org.uk/for-organisations/guide-to-data-protection/
https://ico.org.uk/for-organisations/guide-to-pecr/
https://ico.org.uk/for-organisations/guide-to-pecr/
https://ico.org.uk/media/for-organisations/documents/1596/privacy-in-mobile-apps-dp-guidance.pdfhttps://ico.org.uk/media/for-organisations/documents/1596/privacy-in-mobile-apps-dp-guidance.pdf
https://ico.org.uk/media/for-organisations/documents/1596/privacy-in-mobile-apps-dp-guidance.pdfhttps://ico.org.uk/media/for-organisations/documents/1596/privacy-in-mobile-apps-dp-guidance.pdf
https://www.gov.uk/government/publications/in-house-manufacture-of-medical-devices/in-house-manufacture-of-medical-devices
https://www.gov.uk/government/publications/in-house-manufacture-of-medical-devices/in-house-manufacture-of-medical-devices

=

Medical device classification =

Advice on classification is given for general medical devices but for software, an active device, the following em;ﬂn@olas
rules are most applicable:

Implementing rule 2.3 Software, which drives a device or influences the use of a device automatically falls into the classification
that device.

Rule 9- All active therapeutic devices intended to administer or exchange energy are in Class lla unless their characteristite
that they may administer or exchange energy to or from the human body in a potentially hazardous way, taking account of the
nature, the density and site of application of the energy, in which case they are in Class llb.

All active devices intended to control or monitor the performance of active therapeutic devices in Class llb, or inte netettyd
influence the performance of such devices are in Class lIb.

Rule 10- Active devices intended for diagnosis are in Class lla:

if they are intended to supply energy which will be absorbed by the human body, except for devices used to illuminate
patient's body, in the visible spectrum,

if they are intended to image in vivo distribution of radiopharmaceuticals,

if they are intended to allovdirect diagnosis or monitoring of vital physiological processes, unless they are specifically intendt
for monitoring of vital physiological parameters, where the nature of variations is such that it could result in immedigee a

=13

ot 3t

the patient, for instance variations in cardiac performance, respiration, activity of CNS in which case they are in Class llb -

Active devices intended to emit ionizing radiation and intended for diagnostic and therapeutic interventional radlolmgrygnu
devices which control or monitor such devices, or which directly influence their performance, are in Class lib. .

Rule 12- All other active devices are claks

Rule 14- All devices used for contraception or the prevention of the transmission of sexually transmitted diseases arelirbclass

While compliance of cladsdevices is based on seléclaration by the manufacturer, all other devices require usermdtdied body
to assess compliance.
UK manufacturers of cladsdevices, must alsegister with MHRA.

Clinical data is required for all medical devices and for some novel software

clinical investigationmay be needed.
Introduction Medical devices LR dlagnQSuc AEIE ITEETEL:
medical devices medical devices

Medical purpose
flow chart

Software that directly modifies the state/actlon/use
of another device is considered to be driving that
device. :
Software which produces data that is intended toi
be manually fed into a device, thereby modifying
the state/action/use of the device, is considered to
be influencing that device.

MDD

Active therapeutical device:

QAny active medical device, whether used alone or
in combination withother medical devices, to
support, modify, replace or restore biological
functions or structures with a view to treatment

or alleviation of arllness, injury or handicajp.

MDD:

Active device for diagnosis:

0GAny active medical device, whether used alone or
in combination withother medical devices, to
supply information for detecting, diagnosing,
monitoring or treating physiological conditions,
states of health, illnesses congenital

deformitiesd

A device is considered to alloadirect :
diagnosis6 when it provitttes
disease or condition by itself or when it provides |
decisive information for theiagnosis. !

For general advice on classification see
MEDDEYV 2. 4/1 Rev. 9 June 2010
Classification of medical devices.

Non medical devices
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https://www.gov.uk/guidance/register-as-a-manufacturer-to-sell-medical-devices
https://www.gov.uk/guidance/register-as-a-manufacturer-to-sell-medical-devices
https://www.gov.uk/guidance/notify-mhra-about-a-clinical-investigation-for-a-medical-device
https://www.gov.uk/guidance/notify-mhra-about-a-clinical-investigation-for-a-medical-device
http://ec.europa.eu/growth/sectors/medical-devices/guidance/index_en.htm#meddevs
http://ec.europa.eu/growth/sectors/medical-devices/guidance/index_en.htm#meddevs
https://www.gov.uk/government/publications/medical-devices-uk-notified-bodies/uk-notified-bodies-for-medical-devices
https://www.gov.uk/government/publications/medical-devices-uk-notified-bodies/uk-notified-bodies-for-medical-devices

Medical device essential requirements - general

i The benefits of your app need to

The following apply to all devices:

.9

intended, they will not compromise the clinical condition or the safety of the patients, or the safety and health of users or y

where applicable, other persons, provided that any risks which may be associated with their intended use constitute eacceptabl
risks when weighed against the benefits to the patient and are compatible with a high level of protection of healthyand safet

This shall include:
1 reducing as far as possible, the risk of use error due to the ergonomic features of the device and the environment in which

the device is intended to be used (design for patient safety),and .
1 consideration of the technical knowledge, experience, education and training and where applicable the medical and pny's.'cq

conditions of intended users (design for lay, professional, disabled or other users). by

2. The solutions adopted by the manufacturer for the design and construction of the devices must conform to safety principles
taking account of the generally acknowledged state of the art.

In selecting the most appropriate solutions, the manufacturer must apply the following principles in the following order: ===

1 eliminate or reduce risks as far as possible (inherently safe design and construction),

1 where appropriate take adequate protection measures including alarms if necessary, in relation to risks that cannot be
elimirated,

1 inform users of the residual risks due to any shortcomings of the protection measures adopted.

3. The devices must achieve the performances intended by the manufacturer and be designed, manufactured and packaﬂedm
sucha way that they are suitable for one or more of the functions referred to in Article 1 (2) (a), as specified by the :
manufacteer.

outweigh any risks from use of the!

The user interface needs to be
consistent, graphics and text need
to be clear and readable. '

You need to have the evidence thait
the app does what you say it does:

", This may be gathered through

i clinical evaluation.

4. The characteristics and performances referred to in Sections 1, 2 and 3 must not be adversely affected to such aatlegree th
the clinical conditions and safety of the patients and, where applicable, of other persons are compromised during theflifetim
the device as indicated by the manufacturer, when the device is subjected to the stresses which can occur during normal
conditions of use.

5. The devices must be designed, manufactured and packed in such a way that their characteristics and performances during
their intended use will not be adversely affected during transport and storage taking account of the instructions and informatio
provided by the manufacturer.

6. Any undesirable sideffect must constitute an acceptable risk when weighed against the performances intended.

;;;;;

Medical purpose
flow chart

 in [T
r

i 6a You must perform a clinical
; evaluation of your apSee

MEDDEYV 2.7/1 Clinical evaluation:é

¢ Guide for manufacturers and

i notified bodies
6a. Demonstration of conformity with the essential requirements must include a clinical evaluation in accordance with Annex X

Medical devices u Vitro dlagngsnc el |mp|an_table Non medical devices|
medical devices medical devices



http://ec.europa.eu/growth/sectors/medical-devices/guidance/index_en.htm#meddevs
http://ec.europa.eu/growth/sectors/medical-devices/guidance/index_en.htm#meddevs
http://ec.europa.eu/growth/sectors/medical-devices/guidance/index_en.htm#meddevs
http://ec.europa.eu/growth/sectors/medical-devices/guidance/index_en.htm#meddevs

Design and construction essential requirements

The manufacturer will need to determine which apply to their software by reviewing the details in Arofidke MDD, The The MDD requires the whole system |

X . . to be safe. This is particularly pertinent
following arelikelyto apply to software devices: to stand alone software, where the .

9.1. If the device is intended for use in combination with other devicegquipment , the whole combination, including the connection ... i g gan:;;atli(;)tiﬁjif/"vciﬁttggTgcnosntwrergznded
system must be safe and must not impair the specified performances of the devices. Any restrictions on use must be amdihatébel or in ' hardware platforms.
the instructions for use.

12.1. Devices incorporating electronic programmable systems must be designed to ensure the repeatability, reliability and pegfofman

these systems according to the intended use. In the event of a single fault condition (in the system) appropriate medihe sltndted to Validation of your app is a requwement
eliminate or reduce as far as possible consequent risks. ey before placing on the market. '
12.1a For devices which incorporate software or which are medical software in themselves, the software must be validated atm:(blndmg

state of the art taking into account the principles of development lifecycle, risk management, validation and verification. The instructions should contain all the

12.4 Devices intended to monitor one or more clinical parameters of a patient must be equipped with appropriate alarm systen ttoeal i information needed to verify whether
user of situations which could |l ead to death or severe deter i or i thedeviceis properly installed andcan e n 1
12.9.1. Where a device bears instructions required for its operation or indicates operating or adjustment parameters by meassaf a vi i operate correctly and safely. These can
system, such information must be understandable to the user and, as appropriate, the patient. be provided in electronic form if they

13.1 Each device must be accompanied by the information needed to use it safely and properly, taking account of the trainiogleddek .~ are packaged with the software and the
. . L T nsasas risk of doing so is less than providing
of the potential users, and to identify the manufacturer. i

.. . . . . . . IFU inpaper form. These are not
This information comprises the details on the label and the data in the instructions for use. needed for Class | and lla devices if

i they can be used safely without any
13.3 The label must bear the following particulars. i such instructions.

13.6. Where appropriate, the instructions for use must contain the following particulars: T See page on labelling.
(c) if the device must be installed with or connected to other medical deviceguipment in order to operate as required for its '
intended purpose, sufficient details of its characteristics to identify the correct devices or equipment to use in ord&itcacsafe i

AN H is may include details of validate
combination: _i This may include details of validated
d) all the information needed to verify whether tievice is properly installed and can operate correctly and safely, plus details of the (r)uprfr:?r:tlngosfi/v?/:r;nZuzﬁrg\ggﬁi ?/?risc’ther
nature and frequency of the maintenance and calibration needed to ensure that the devices operate properly and séfalsat all g '

The following arepossiblyapplicable to software devices

10.1. Devices with a measuring function must be designed and manufactured in such a way as to provide sufficient accuradityandhstabi
appropriate limits of accuracy and taking account of the intended purpose of the device. The limits of accuracy musatesl ingithe
manufacturer.

10.2. The measurement, monitoring and display scale must be designed in line with ergonomic principles, taking account ofiéte inten
purpose of the device. :
10.3. The measurements made by devices with a measuring function must be expressed in legal units conforming to the provisiorg of C

Directive 80/181/EEC.

. Medical purpose : . In vitro diagnostic Active implantable . .

i.e. metric units.
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http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:01993L0042-20071011&locale=en
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:01993L0042-20071011&locale=en

Medical device post market surveillance.

Manufacturers have a responsibility to implement an effective-pasket surveillance system to ensure
that any problems or risks associated with the use of their device once freely marketeidentified
early, reported to competent authorities, and acted upon. This is known agrdical devices vigilance

system

For software, a system of registration / activation may aid the manufacturer trace devices that have been
distributed by third party distributors or by app stores. This is important when undertaking any field
safety corrective action.

Adverse Incident Reporting

Manufacturers should follow the guidance feporting adverse incidentand field safety corrective
actions to MHRA.

MHRA MORE: Manufacturers' Online Manufacturers are encouraged to use!
Reporting Environment s the Manuf alioetReporeingSis On

&
*
.....

. Environment to submit Vigilance
. reports to the Agency

'
ar
¥
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https://www.gov.uk/government/collections/medical-devices-guidance-for-manufacturers-on-vigilance
https://www.gov.uk/government/collections/medical-devices-guidance-for-manufacturers-on-vigilance
https://aic.mhra.gov.uk/
https://aic.mhra.gov.uk/
https://aic.mhra.gov.uk/
https://aic.mhra.gov.uk/

In vitro diagnostic medical devices & accessories.

For all software and apps that meet the definition of awviitno diagnostic medical device, the following guidance is given to aid E'"li'c')F'r'ﬁBFE'dé't'é'ii'ééé'i\'/l'ﬁﬁﬂ'gﬂiaéﬁéé'f """

some key requirements of CE marking. 77 Invitro diagnostic medical devices: guidance on
legislation :

Categories
Manufacturers of hvitro diagnostic medical devices will need to determine which category of product the software is to
determine the route to compliance. There are fouategoriesas follows:

general IVDs

IVDs for selftesting

IVDs in Annex Il List B of the directive:

IVDs in Annex Il List A of the directive:

Essential requirem

Essential requirements

The software must meet all of thgeneral essential requiremerasd the relevantesign and manufacturing requirements

contained in annexof the directive. This guidance lists those essential requirements that are likely to apply to software and
apps.

Where available, relevant harmonised standgrdgernal link)may be used to demonstrate how many of the requirements
have been met.

Post market Surveillance Post market surveillance

Once an invitro diagnostic medical device has been placed in the UK market, the manufacturer is responsible for monitoring
the productand reporting serious adverse incidents to the competent authority, which is MHRA in the UK. See guidance on
reporting adverse incidents for information on how to do this. This ensures the device is acceptably safe to use foraasitiong

is in use.

Note ! In-house manufacture S

Accessories are treated as if they are medical devices and all the relevant requirements will apply. ¢/ SNUFAY NBIldANBYSyua RZyQu |
! being used for patients within the institute it was :

A prospective buyer should be able to identify that the app meets the relevant essential requirements prior to purchase. As Ir:?/ciit%?j?::nostic edical devices: auidance on |

such, a developer may wish to display the CE mark on the primary landing page. : legislation g -9

SeeCE marking of in vitro diagnostic medical devifersdetails of the requirements for displaying the mark. Details on how *100080000050000000000000005000000050000000500000000000000000000000008
to reproduce the CE mark is given here:

https://ec.europa.eu/growth/singhearket/cemarking_en

o

Manufacturers must also consider the requirement
of the Data Protectionande-Privacy Directives

| C ORxisacy in mobile appguidance may be
helpful.

. Medical purpose . : In vitro diagnostic Active implantable . .



https://www.gov.uk/government/publications/in-vitro-diagnostic-medical-devices-guidance-on-legislation
https://www.gov.uk/government/publications/in-vitro-diagnostic-medical-devices-guidance-on-legislation
http://ec.europa.eu/growth/single-market/european-standards/harmonised-standards/iv-diagnostic-medical-devices/index_en.htm
http://ec.europa.eu/growth/single-market/european-standards/harmonised-standards/iv-diagnostic-medical-devices/index_en.htm
http://www.legislation.gov.uk/uksi/2002/618/regulation/36/made
http://www.legislation.gov.uk/uksi/2002/618/regulation/36/made
https://ico.org.uk/for-organisations/guide-to-data-protection/
https://ico.org.uk/for-organisations/guide-to-data-protection/
https://ico.org.uk/for-organisations/guide-to-pecr/
https://ico.org.uk/for-organisations/guide-to-pecr/
https://ico.org.uk/media/for-organisations/documents/1596/privacy-in-mobile-apps-dp-guidance.pdfhttps://ico.org.uk/media/for-organisations/documents/1596/privacy-in-mobile-apps-dp-guidance.pdf
https://ico.org.uk/media/for-organisations/documents/1596/privacy-in-mobile-apps-dp-guidance.pdfhttps://ico.org.uk/media/for-organisations/documents/1596/privacy-in-mobile-apps-dp-guidance.pdf
https://www.gov.uk/government/publications/in-house-manufacture-of-medical-devices/in-house-manufacture-of-medical-devices
https://www.gov.uk/government/publications/in-house-manufacture-of-medical-devices/in-house-manufacture-of-medical-devices
https://www.gov.uk/government/publications/in-vitro-diagnostic-medical-devices-guidance-on-legislation
https://www.gov.uk/government/publications/in-vitro-diagnostic-medical-devices-guidance-on-legislation
https://ec.europa.eu/growth/single-market/ce-marking_en
https://ec.europa.eu/growth/single-market/ce-marking_en

VD essential requirements - general

The following apply to all devices:

mtended, they will not compromise, directly or indirectly, the clinical co ndmon or the safety of the patients, the safeadtbrdf
users or, where applicable, other persons, or the safety of property. Any risks which may be associated with their use must b
acceptable when weighed against the benefits to the patient and be compatible with a high level of protection of heafigyand s

2. The solutions adopted by the manufacturer for the design and construction of the devices must conform to safety principles Your app needs to be designed with

taking account of the generally acknowledged state of the art. In selecting the most appropriate solutions, the mannfasturer
apply the following principles in the following order: T

1 eliminate or reduce risks as far as possible (inherently safe design and construction),
1 where appropriate take adequate protection measures in relation to risks that cannot be eliminated,
1 inform users of the residual risks due to any shortcomings of the protection measures adopted.

3. The devices must be designed and manufactured in such a way that they are suitable for the purposes referred to in Article
1(2)(b), as specified by the manufacturer, taking account of the generally acknowledged state of the art. They mugtechieve t
performances, in particular, where appropriate, in terms of analytical sensitivity, diagnostic sensitivity, analytici#y,specif
diagnostic specificity, accuracy, repeatability, reproducibility, including control of known relevant interference, s limit
detection, stated by the manufacturer.

The traceability of values assigned to calibrators and/or control materials must be assured through available reference
measuement procedures and/or available reference materials of a higher order.

.z

4. The characteristics and performances referred to in sections 1 and 3 must not be adversely affected to such a debeee that
health or the safety of the patient or the user and, where applicable, of other persons, are compromised during thedifdtene
device as indicated by the manufacturer, when the device is subjected to the stresses which can occur during normasagndition
use. When no lifetime is stated, the same applies for the lifetime reasonably to be expected of a device of that kinekdaasling

to the intended purpose and the anticipated use of the device.

i The benefits of your app need to .
t outweigh any risks from use of the app.

safety in mind. You should initially alm

. to design out risks.

' You need to have the evidence thait
. the app does what you say it does:

5. The devices must be designhed, manufactured and packed in such a way that their characteristics and performances during the

intended use will not be adversely affected under storage and transport
conditions (temperature, humidity, etc.) taking account of the instructions and information provided by the manufacturer.

Introduction izalEl pUlp9se Medical devices u Vitro dlagngsnc AEND |mp|an_table Non medical devices|
flow chart medical devices medical devices
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VD design and manufacturing reguirements.

In addition to the general requirements there are a series of specific design and manufacturing requirements.
The manufacturer will need to determine which apply to their software by reviewing the details in Annex
of the IVDMDD.

. Chemical and physical properties

. Infection and microbial contamination

. Manufacturing and environmental properties

. Devices which are instruments or apparatus with a measuumgtion

. Protection against radiation

. Requirements for medical devices connected to or equipped artkenergy source
. Requirements for devices for sétfsting

. Information supplied by the manufacturer

O~NOUITE WNBE
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http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:01998L0079-20120111&qid=1413308118275&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:01998L0079-20120111&qid=1413308118275&from=EN

IVD medical device post market surveillance.

Manufacturers have a responsibility to implement an effective-pasket surveillance system to ensure
that any problems or risks associated with the use of their device once freely marketeidentified
early, reported to competent authorities, and acted upon. This is known agrdical devices vigilance

system

For software, a system of registration / activation may aid the manufacturer trace devices that have been
distributed by third party distributors or by app stores. This is important when undertaking any field
safety corrective action.

Adverse Incident Reporting

Manufacturers should follow the guidance feporting adverse incidentand field safety corrective
actions to MHRA.

MHRA MORE: Manufacturers' Online Manufacturers are encouraged to use!
Reporting Environment s the Manuf alioetReporeingSis On

&
*
.....

. Environment to submit Vigilance
. reports to the Agency

'
ar
¥
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https://www.gov.uk/government/collections/medical-devices-guidance-for-manufacturers-on-vigilance
https://www.gov.uk/government/collections/medical-devices-guidance-for-manufacturers-on-vigilance
https://aic.mhra.gov.uk/
https://aic.mhra.gov.uk/

Active implantable medical device & accessories.

Accessory software for an Active implantable Medical device should be treated as an Active implantable
Medical device. Further guidance is provided in European guid&nbeEV 2. 1/2 rev 2.

A prospective buyer should be able to identify that the app meets the relevant essential requirements
prior to purchase. As such, a developer may wish to display the CE mark on the primary landing page.
SeeCE marking of active implantable medical devfoedetails of the requirements for displaying the
mark. Details on how to reproduce the CE mark is given here:
https://ec.europa.eu/growth/singmearket/cemarking_en

i In-house manufacture :
f/SNXiFAY NBIdANBYSyiGa R2yQi
being used for patients within the institute it was |

: made. See:

In-house manufacture of medical devices

o

Manufacturers must also consider the requirement
of the Data Protectionande-Privacy Directives

| C ORxisacy in mobile appguidance may be
helpful.
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http://ec.europa.eu/growth/sectors/medical-devices/guidance/index_en.htm#meddevs
http://ec.europa.eu/growth/sectors/medical-devices/guidance/index_en.htm#meddevs
https://ec.europa.eu/growth/single-market/ce-marking_en
https://ec.europa.eu/growth/single-market/ce-marking_en
http://www.legislation.gov.uk/uksi/2002/618/regulation/24/made
http://www.legislation.gov.uk/uksi/2002/618/regulation/24/made
https://ico.org.uk/for-organisations/guide-to-data-protection/
https://ico.org.uk/for-organisations/guide-to-data-protection/
https://ico.org.uk/for-organisations/guide-to-pecr/
https://ico.org.uk/for-organisations/guide-to-pecr/
https://ico.org.uk/media/for-organisations/documents/1596/privacy-in-mobile-apps-dp-guidance.pdfhttps://ico.org.uk/media/for-organisations/documents/1596/privacy-in-mobile-apps-dp-guidance.pdf
https://ico.org.uk/media/for-organisations/documents/1596/privacy-in-mobile-apps-dp-guidance.pdfhttps://ico.org.uk/media/for-organisations/documents/1596/privacy-in-mobile-apps-dp-guidance.pdf
https://www.gov.uk/government/publications/in-house-manufacture-of-medical-devices/in-house-manufacture-of-medical-devices
https://www.gov.uk/government/publications/in-house-manufacture-of-medical-devices/in-house-manufacture-of-medical-devices













